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Opening
So Alice wants to hide infornmation from Eve. But she does

want Bob to be able to read what she wants to |l et himknow.

Commonl y, nessages are encrypted with a symmetri c-key
(secret-key), e.g. AES. (Advanced Encryption Standard).

Alice wll encrypt her nessage wth the secret-key, and Bob
w || decrypt the nessage with the sane secret-key.

So Alice and Bob need the sane secret-key.

Li ke this:
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The problem

The problem Alice faces is how to get
t he secret-key

to Bob over the insecure channel.



The problem

Eve is always listening in.

Li ke this:



Eve misbehaves .....

Alice sends the secret-key she want to use
for encryption, to Bob.
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Asymmetric encryption

In comes asymmetric encryption. Very often RSA’
is used to create a key-pair: a Public-key and

a Private-key. How does this work?

*(There are other Public-key algorithms; think of

Diffie Hellman)



This 1s how that works

Bob creates a key-pair. He then sends his Public-key to Alice
and maybe ot hers who al so want to send him
encrypted nessages. Anybody ( Alice in this case )

w Il encrypt a nessage with Bob's Public-key, before
sendi ng the nessage to Bob.

On arrival, Bob wll decrypt the nessage wth
his Private-key.

The nmessage is often referred to as '"plain text', the encrypted
message Is often referred to as 'cipher text'.

Sonething like this:
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Summary for now (1).

Because the Public-key and Private-key are mat hematically
Rel ated (yes they are), the only person that is able to decrypt
t he nessage that Alice sends, is the person with Bob's
Private-key. It is obvious that Bob is the owner of
his Private-key and he wll NOT share this key with

ot hers.



Summary for now (2).

Let's have a | ook at a possible scenari o:

Alice generates a secret-key with AES.

Bob generates an RSA key-pair.

Bob sends his Public-key to Alice.

Al i ce uses Bob's Public-key to encrypt the (AES)secret-Kkey.
Alice sends the encrypted nessage(ci pher-text) to Bob.

Bob decrypts the cipher-text(secret-key) with his Private-key.
Now Bob and Alice have the sane (AES)secret-key.

Alice encrypts wiwth the secret-key and sends her nessage.

© 0o N o o ks~ 0 DbdPE

Bob receives and decrypts the data with the sane secret-key.

This is called 'hybrid encryption' ( symetric and asymretric)



The fun...

Bob generates a Key-pair.
1. Bob chooses two (very large) prine nunbers -> p and q.

(I'n this exanple, small nunber are used to nake this understandabl e)
2. Bob nultiplies the two prinme nunbers p * q to generate n.
- p=11 g=17 n=p*(q
- 11 * 17 = 187

Thi s product (n=187) 1s going to be part of Bob's Public-key and
Privat e- key.

So nis not secret. Although it is also going to be part of the
Privat e-key.
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Bob generates a Key-pair.
1. Bob chooses two (very large) prine nunbers -> p and q.

(In this exanple, small nunber are used to make this understandabl e)
2. Bob nultiplies the two prinme nunbers p * q to generate n.
- p=11 g=17 n=p*q
- 11 * 17 = 187

This product (n=187) is going to be part of Bob's Public-key and
Private-key.

So nis not secret, although it is also going to be part of the
Private- key.



Euler's theorem

3. Bob creates a totient. This totient (Euler's totient function

or phi) lists all positive integers up to a given integer n that
are relatively prinme to n.

A nunber relatively prine to another nunber Is a nunber that does
not share a common factor wth that other nunber.

For exanple: 13 is a prine nunber. The nunbers from1l to 12 share
no common divisor wwth 13, so phi of 13 is 12. To give us phi of
the two prinme nunbers (p and q), we take the product of phi of p
(p-1) and phi of g (g-1). The synbol comonly used for phi 1Is

s (p-1) * (9-1).
is 10 * 16 = 160.
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e

4. Bob chooses the second part of his public key
(remenber: n was the first part).

The second part of his public key is another prine nunber.
W call it 'e'.

This prinme nunber should be | ess than phi and shoul d not share
a common factor with phi. In other words: e is relatively prine
to phi. We try prine 13.

Wth small nunbers we can easily determ ne that 13 does not share
a common divisor with 160(phi).

160/ 13=12, 12*13=156.

The renmai nder is 4.

13 can only be divided by 1 and by itself, and the remai nder of
160/ 13 is uneaqual to O.

So it is safe to say that 160 and 13 share no common di vi sor

ot her than 1.
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Euclidean algorithm (1)

Wth [arger nunbers, however, this is harder to determne. To

actually make sure that e is relatively prine to phi, we use the
Eucl i dean al gorithm

Goes |1 ke this:



Euclidean algorithm (2)

I n our exanple, phi is 160 and e is 13. Euclidean's al gorithm says
t his:

160/ 13=12
remai nder is 4
(we shift the divisor (13) and the remainder (4) to the left)

13/ 4=3
remai nder i s 1.

The greatest comon divisor of 160 and 13 is 1. So, 160 and 13 are
relatively prine.

In short: if a division gives a renmainder of zero (0), then the
two nunbers are not relatively prine.
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Euclidean algorithm (2)

The greatest common divisor of 160 and 13 is 1. So, 160 and 13 are
relatively prine.



Euclidean algorithm (2)

In short: if a division gives a renmainder of zero (0), then the
two nunbers are not relatively prine.



Euclidean algorithm (3)

Anot her exanpl e: phi =160 and e=5



Euclidean algorithm (3)

160/ 5=32

remai nder is O



Euclidean algorithm (3)

The greatest common divisor of 160 and 5 is 5.
160 and 5 are not relatively prine.

So we better stick with 13.



Pause.

Let's pause for a mnute and see what we've got:

p=11 g=17 n=187
phi =160 e=13

Bob's Public-key is e and n.
So, Bob's Public-key is 13, 187.
VWhat is public and what is not?

p, g and phi are private.
e and n are public.



Pause.

Let's pause for a mnute and see what we've got:

p=11 g=17 n=187
phi =160 e=13

Bob's Public-key is e and n.
So, Bob's Public-key is 13, 187.
What is public and what is not?

P, q and phi are private.
e and n are public.

So: p g and phi are highly classified.
Bob can share e and n wth the world, also
wth Eve.



Encrypting with public-key

If Alice wants to encrypt her nessage she will use the foll ow ng
formul a:

Taken that nessage is Mand encrypted nessage is C
C=Mto the power of e nod n.
C=M*e(nod n).



Encrypting with public-key

|f the nessage is 8, then the Cis 8M13(nod 187)
87113=549755813888
549755813888( nmod 187) =94
C=94



Encrypting with public-key

Bob still has to generate his private key; The key that is needed
to decrypt Alice's nessage. The Private-key is the inverse of e.



Tricky bit

So, the Private-key is: (d,n).

Here conmes the tricky bit: what is d?

Because the Public-key and the Private-key nust be nmathematically
related, we have to use the Public-key in the conputation. W were
free to choose the Public-key (renenber: the Public-key is freely

chosen, condition is that the prinme (e) and phi are relatively
prinme).



Tricky bit

So, the Private-key is: (d,n).

Here cones the tricky bit: what is d?

Because the Public-key and the Private-key nust be mathematically

rel ated, we have to use the Public-key in the conputation. W were
free to choose the Public-key (renmenber: the Public-key is freely

chosen, condition is that the prinme (e) and phi are relatively
prime).

In order to conpute d, we have to solve the foll ow ng problem

e * d 1 (nmod phi)
13 * ? 1 (nod 160)
VWhat is ?, or, what is the second part of Bob's private

Key?



Extended Euclidean

We used the Euclidean algorithmto determine that e and phi were

relatively prine. We will use the extended Euclidean algorithmto
conpute d.

There are multiple ways of doing this. We wll start wth the
easiest, then we wll try a (sonewhat) nore chall engi ng way. Both

shoul d give us the sane result for d.

Agai n: the first nethod hardly needs any thinking.



easy

We place phi in both colums.
Then we place e and 1 in the left and right col um.

Sinmply follow the math and don't think.

160 160 W di vi de:
160/ 13=12

13 1 W multiply:
12*13 = 156 and 12*1 = 12
We subtract:

160- 156 = 4 and 160-12 = 148
We place the results in the
two col umms.
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We place phi in both colums.

Then we place e and 1 in the left and right col um.

Sinmply follow the math and don't think.
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160/ 13=12
13 1 W multiply:
12*13 = 156 and 12*1 = 12
4 148 We subtract:
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We place the results in the
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W repeat the procedure
but we use the bottomtwo |i nes:

We di vi de:
160 160 A
13 1 W multiply:
3*4=12 and 3*148 = 444
We subtract:
4 148 13-12=1 and 1-444 = - 443

Alert: we cannot use a
negati ve nunber so we use
phi to get apositive nunber:
W nod:

-443 (nod 160) = 37
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W repeat the procedure
but we use the bottomtwo |i nes:

160 160 We di vi de:
13/ 4=3
13 1 We multiply:
3*4=12 and 3*148 = 444
4 148 We subtract:
13-12=1 and 1-444 = -443

Alert: we cannot use a
negati ve nunmber so we use
phi to get apositive nunber:
We nod:

-443 (nod 160) = 37




W repeat the procedure
but we use the bottomtwo |i nes:

160 160 We di vi de:
13/ 4=3
13 1 We multiply:
3*4=12 and 3*148 = 444
4 148 We subtract:
13-12=1 and 1-444 = -443

Alert: we cannot use a
negati ve nunmber so we use
phi to get a positive
nunber .

We nod:

-443 (nod 160) = 37




W repeat the procedure
but we use the bottomtwo |i nes:

We place 1 and 37 in colum
1 and colum 2.

13 1 St op: we have found the
second part of the private

4 148 key.
The second part of Bob's
private key is 37. So Bob's

1 37 private key is (d,n),

T T (37,187)

remainder d

13*37 1 (mod 160)




W repeat the procedure
but we use the bottomtwo |i nes:

We place 1 and 37 in colum
160 160 1 and colum 2.
13 1 St op: we have found the
second part of the private
4 148 key.
The second part of Bob's
private key is 37. So Bob's
1 37 private key is (d,n),
T T (37,187)
remainder d

13*37 1 (nod 160)




Another method

Before we go into a 'real live' encryption exanple we will try a
second nethod for the same problem This requires a little nore
t hi nki ng, but not nuch.

We first use the Euclidean algorithmfind the greatest common
di vi sor, and then we use the Extended Euclidean Algorithmwth
‘like terns' to find d.

Li ke terns neans that you do not use the results, but the
equasi ons as such in the equasion that gives you the renai nder of
nod 160. In the end that wll give you d.



Euclidean again.

First we find the gcd, like we did before.

160/ 13=12
160=12(13) +4



Euclidean again.

First we find the gcd, like we did before.

13/ 4=3
13=3(4)+1



Euclidean again.

First we find the gcd, like we did before.

The remainder is 1 so we can stop. 1 is the greatest common
di vi sor.



Extended Euclidean

Then we start with the last equasion and reverse the process. You insert the
equasion that gave you the result. So in fact, you replace the result with the equasion
itself.



Extended Euclidean

Then we start with the last equasion and reverse the process. You insert the
equasion that gave you the result. So in fact, you replace the result with the equasion
itself.

1=13-3(4) can be rewitten as 1=13-3(160-12(13))

Finally, we transformthis equasion and we are done. M nd you.
W've got -3 tinmes 160 and 1 tines 13 and -3 tines -12 tines 13.
That will give us -3 tines 160 and +37*13, because negative tines
negative is positive.

1=-3(160)+37(13) W have found d: 37
e *d=1 (nod phi)
13 * 37 1 (nmod 160)

So Bob's Private-key is (d, n) (37, 187)



Extended Euclidean

Then we start with the last equasion and reverse the process. You insert the
equasion that gave you the result. So in fact, you replace the result with the equasion
itself.

1=13-3(4) can be rewitten as 1=13-3(160-12(13))

Finally, we transformthis equasion and we are done. M nd you.
W've got -3 tines 160 and 1 tinmes 13 and -3 tines 12 tinmes 13.
That wll give us -3 tines 160 and +37*13, because negative tines
negative i s positive.

1=-3(160) +37(13) W have found d: 37
e *d =1 (nod phi)
13 * 37 1 (nod 160)

So Bob's Private-key is (d, n) (37, 187)



Exchange the symmetric (secret-key) by using
asymmetric (public-key) encryption.

Finally, the real |ive exanple.

As we have seen, Alice encrypted her nessage(secret-key) with
Bob's Public-key: M'e(nod n)

|f the nessage is 8 then Cis 8M13(nbod 187)
87113=549755813888
549755813888( nmod 187) =94
C=94

Then she sent the nessage to Bob. Bob now decrypts as foll ows:
M=C to the power of d nod n
M=CMd( nod n)
M=94A37(nod 187)
M=8

Bob just received Alice's nessage(secret-key). Now they can
communi cate safely with a shared(secret-key).
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communi cate safely wth a shared(secret-Kkey).



Exchange the symmetric (secret-key) by using
asymmetric (public-key) encryption.

Finally, the real |live exanple.

As we have seen, Alice encrypted her nessage(secret-key) with
Bob's Public-key: M‘e(nod n)

|f the nessage is 8 then Cis 8*13(nod 187)
87113=549755813888
549755813888( nmod 187) =94
C=94

Then she sent the nessage to Bob. Bob now decrypts as foll ows:
M=C to the power of d nod n
MeCMd( nod n)
ME94/237( nod 187)
M=8

Bob just received Alice's nessage(secret-key). Now they can
comuni cate safely with a shared(secret-key).






